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ABSTRACT
Under the General Data Protection Regulation (GDPR), mobile app
developers are required to inform users of necessary information
at the time when user data is collected (called users’ “Right-to-be-
Informed”). This is typically done by app developers via providing
runtime privacy notices (RPNs for short). However, given the het-
erogeneous privacy data types and data access patterns in modern
apps, it is not clear to what extent apps (app developers) effectively
fulfill this compliance requirement in practice.

In this paper, we perform the first systematic study of current RPN
practices in mobile apps. Our research endeavors to comprehend (1)
the ecosystem of RPN, (2) potential gaps between legal requirements
and RPN practices, and (3) the underlying reasons for such gaps.
To achieve this, we design an automated pipeline - RENO that can
effectively identify, extract, and analyze RPN at a large scale. With
the help of RENO, we investigated 4,656 mobile apps selected from
19 European Union countries. Our analysis reveals a number of
interesting findings. For example, 77.10% of user data collection
behaviors lack RPNs. Among those provided RPNs, 86.35% of them
have no more than three required notice elements when GDPR
requires seven. In addition, to further understand the reasons behind
such gaps, we perform a notification campaign and ask for feedback
from the app developers. Indeed, the collected responses highlighted
several critical reasons. For instance, a substantial proportion of
app developers regard RPN as an optional complement to their
privacy policies as RPNs are not strictly enforced by app stores.
Our study shows the pressing need for better transparency in user
data collection delivered by RPN.
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1 INTRODUCTION
While benefiting from the rapid development of mobile applica-
tions (apps for short), mobile users complain about the extensive
collection of private data and expect better transparency [47, 78].
To protect user privacy, multiple privacy-preserving laws such as
GDPR [20], CCPA [6] and PIPL [33], are enacted in different regions
across the world. Among such legislation, a commonly shared, fun-
damental agreement on private data is the “Right-to-be-Informed”1.
It means that people have the right to be notified about what, how
and why their data is collected, used, shared, and sold [7, 11, 21].
To protect users’ “Right-to-be-Informed”, mobile apps typically pro-
vide detailed privacy policies for disclosing data practices related
to user privacy. However, prior research has shown that privacy
policies share inherent limitations for effectively delivering data
usage practices. For example, due to the long and tedious content,
privacy policy cost users too much effort to comprehensively un-
derstand [51, 68, 71, 81].

In addition to privacy policies, regulations also require app devel-
opers to provide Runtime Privacy Notices (RPNs for short) for more
accurate, contextual in-app disclosures of data practices. In this
way, users can get informed in a more timely and concise fashion
regarding their data usage and collection. For example, GDPR states
that “Where data is obtained directly, the person must be imme-
diately informed” [21]. Similarly, the Federal Trade Commission
(FTC) emphasizes that app developers should provide just-in-time
disclosures [45] to users about their data access and collection.

Given the RPNs expected by regulators, it is more important
for app developers to implement informative RPNs to fulfill such

1This right may have various names, e.g., “Right-to-be-Informed” in GDPR [21] and
“Right-to-Know” in CCPA [7]. We use the term “Right-to-be-Informed” as its unified
name for illustration.
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requirements. Unfortunately, this problem has been overlooked for
a long time. More specifically, prior research on mobile privacy
(non-)compliance is mostly focused on analyzing app’s privacy
policies [36, 37, 56, 60, 63, 82, 89–91], such as checking statement
contradictions [36] within the privacy policy itself, or checking
inconsistencies between policy statements and app behaviors [37,
60, 63, 82, 89–91]. To the best of our knowledge, no prior research
has discussed the real practices of RPN in mobile apps, from the
perspective of law-compliance. Besides, although RPNs have been
sufficiently discussed in the web-ecosystem [67, 74, 85], these works
are mainly focused on the cookie consent notice, which is quite
different from RPNs in mobile apps in terms of data types, usage
scenarios, etc.
OurWork. In this paper, we perform the first in-depth study of the
ecosystem and law (non-)compliance of RPNs in mobile apps. Our
research aims at seeking answers to three key research questions,
including (1) the ecosystem of RPN, (2) potential gaps between legal
requirements and RPN practices, and (3) the underlying reasons for
such gaps.

A systematic understanding of mobile RPN practices requires
analyzing a large number of real-world RPN instances. Achieving
this, however, is by no means trivial. Particularly, different from
privacy policies which are quite easy to access (e.g., from the app
description page in app stores), RPNs are often hidden inside the
interactions between users and mobile apps. Therefore, it is rather
difficult to identify and extract RPNs in scale. For example, we need
to differentiate RPNs from those normal UIs in the app. Besides,
compared to the content of privacy policies that are well-structured,
RPNs are more fragmented and semantics-vague. For example, as
shown in Figure 1(d), the data subject (contacts, call log, etc.) and
usage descriptions are separated from one complete sentence. Such
cases make it more difficult to accurately understand the data prac-
tices stated in RPNs in an automated manner.

To this end, this paper first designs and implements RENO - an
automatic, end-to-end pipeline for analyzing RPNs at a large scale
through the following steps. (1) Firstly, RENO automatically explores
the app and monitors the data collection behaviours at runtime.
In the meantime, RENO continuously inspects the app UI to check
whether there is an RPN presented. To identify RPN, RENO trains
a customized classifier that considers both the context of RPN ap-
pearance and semantics. This methodology works because RPNs
are typically presented in a specialized context to gain user atten-
tion and inform users, which can be well-differentiated from other
ones (i.e., a normal UI that does not serve the purpose of RPN). (2)
Secondly, RENO performs a fine-grained analysis to check whether
a particular element required by law is present in the identified
RPN, as well as its content. This is done by a two-stage analysis: the
first stage implements a set of element-specific classifiers to learn
and identify the existence of notice elements (e.g., the collected
data type and purposes of collection), while the second stage uti-
lizes named entity recognition (NER for short) to extract the notice
elements from the sentence (short term) identified by the element-
level classifier. (3) Lastly, based on the identified RPNs and extracted
notice elements, RENO performs a (non-)compliance analysis and
reports those missed RPNs or substandard RPNs.

Measurement and Findings. With the help of RENO, we perform
a large-scale measurement regarding the RPN compliance in the
mobile ecosystem. Our research takes GDPR with apps in European
Countries as an instance for alignment. Our research showed that
the practices of RPN are far from sufficient to comply with state-
ments required by law enforcement, raising a concerning situation
that threatens user privacy. Particularly, we first built a research
dataset that comprises 4,656 mobile apps downloaded from Google
Play Stores across 19 EU countries. Subsequently, by employing
RENO upon this dataset, our study unveiled two critical gaps (i.e.,
RPN existence and RPN quality) between GDPR and RPN practices.

Firstly, RPNs are significantly missed in mobile apps. For example,
among our analyzed apps, only 51.22% of them provide the required
RPNs. Besides, 77.10% user data collection behaviors are conducted
without any RPNs, meaning that users may not be aware of such
data transmission (usage). In the meantime, even for those RPNs pro-
vided by apps, their quality is far from satisfied from the perspective
of law requirements. For example, 72.43% of our collected RPNs pro-
vide either two or three notice elements, while GDPR requires the
existence of seven notice elements. More importantly, our research
shows several dark patterns adopted by apps when presenting RPNs,
such as “collect before providing notice” and “detailed notice after
refusal” (see §6.2 for more details).

To further understand the root causes behind such RPN non-
compliance, we launched a notification campaign and analyzed
feedback collected from app developers. This campaign enables us
to see why certain gaps exist between law requirements and the
real RPN practices in mobile apps. Indeed, the collected responses
highlighted several critical reasons. For example, developers mistak-
enly believe that compliance with GDPR could be achieved merely
by providing privacy policies. Through multiple rounds of commu-
nication with app developers, we found that they face a dilemma
of balancing user experience and law compliance requirements.

Our research highlights a long-term overlooked issue in the
domain of privacy compliance. We believe that our study can serve
as a valuable resource for the community. Particularly, developers
can better align their apps with legal regulations and concurrently
enhance the transparency of private data practices for app users.

In summary, this paper’s contributions are outlined as follows:

• We perform the first in-depth analysis of the ecosystem of
RPNs in mobile apps.

• We design and implement RENO, an automatic pipeline that
supports analyzing RPN practices in mobile apps at a large
scale.

• We systematically analyze RPN practices across 4,656 mobile
apps in the wild. Our analysis highlighted the gaps between
law requirements and RPN practices adopted by app devel-
opers.

• We thoroughly investigate why the identified gaps exist
through a notification campaign, which can help understand
and improve the situation of RPNs.

2 BACKGROUND
In this section, we introduce the necessary background for estab-
lishing a comprehensive understanding of RPN and relevant law
requirements on it.
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(a) Pop-ups

(c) Hint page (b) UI text label (d) Runtime permission prompt

Figure 1: Examples of runtime privacy notices (RPNs) in mobile apps.

Table 1: Summarized key points related to the “Right-to-be-Informed” in privacy-preserving laws in different countries
(regions).

Law Name Country/Area Requirement of Notice Timing Content of Privacy Notice* Format of Privacy Notice

GDPR [19, 21] European Union ✓ 6 (IC UR PP LB SP ER ) clear, intelligible, and easily accessible

CCPA [7] California-US ✓ 5 ( UR PP SP ER TD) clear, conspicuous

CPRA [11] California-US ✓ 5 ( UR PP SP ER TD) clear, conspicuous

COPPA [8] United States ✓ 4 (IC UR PP TD) direct, prominent

VCDPA [10] Virginia-US - 4 ( UR PP ER TD) accessible, clear, meaningful

APPI [2] Japan - 1 ( PP ) -

PDPA [25] Singapore ✓ 3 (IC UR PP ) -

Privacy Act 1988 [28] Australia ✓ 6 (IC UR PP LB ER TD) -

PIPL [33] China ✓ 5 (IC UR PP SP TD) conspicuous, clear, understandable

CSL [12] China - 2 ( PP TD) -

DPA2018 [13, 32] United Kingdom ✓ 6 (IC UR PP LB SP ER )
concise, transparent, intelligible and easily accessible

form, using clear and plain language

FADP [15, 17] Switzerland ✓ 4 (IC PP ER TD) concise, transparent, clear and readily accessible

BDSG [16] Germany - 6 (IC UR PP LB SP ER ) in a general form and accessible

* IC: identity of data controller; UR: user rights; PP: processing purpose of user data; LB: legal basis of processing user data; SP: storage period of user data; ER: entity of user data
receiver; TD: types of collected user data; Note that several laws (e.g., DPA2018 and GDPR) also require notices upon automated user data processing behavior and cross-border
data transmission. However, as clarified in "Scope of Our Research" below, these two notice elements are out of our research scope and thus not included.

Runtime Privacy Notice (RPN). RPN refers to the in-app privacy
notice that is presented to users while they are interacting with
mobile apps. The biggest advantage is that RPN makes it inevitable
for users to see its content, which is the premise of defending users’
“Right-to-be-Informed”.

To understand what RPN looks like, we first manually interacted
with 750 randomly selected popular mobile apps and recorded RPNs.
As shown in Figure 1, several implementation types of observed
RPNs are illustrated. In fact, the ways to implement RPNs (e.g., for-
mat, content and so on) are quite different across apps and contexts.
For instance, RPNs may be presented within pop-up windows, UI
text labels, and runtime permission prompts. Its content may con-
tain at least but not limited to the processed user data along with
the purpose of user data processing. Furthermore, the prompts

of runtime permission requests managed by the Android frame-
work [55] are also taken as RPNs since they also serve the purpose
of informing users at the time of data collection.
Law requirements about RPN. Most of the surveyed laws have
concrete provisions on the existence and quality of RPNs. Specif-
ically, to understand the law requirements for protecting users’
“Right-to-be-Informed”, we first manually reviewed a number of
privacy-preserving laws and the surveyed results are shown in Ta-
ble 1. In particular, three aspects are involved, including the timing,
content and format of provided privacy notices.

When it comes to the GDPR requirements for timing, content,
and format of RPNs, they can be viewed from the following two
general perspectives:

• RPN Existence. Under Article 13 of the GDPR [21], the data
controller is obligated to provide the data subject with neces-
sary notice information at the time when personal data are
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obtained. Since user data collection typically occurs during
users’ interaction with mobile apps, privacy notices must
be provided in the runtime of mobile apps (instead of pri-
vacy policies). Therefore, to keep mobile apps compliant
with GDPR, mobile app developers (typically as the data
controller [29]) must ensure the existence of relevant RPNs.

• RPNQuality.As required byGDPR, privacy notices should be
provided at the time when personal data are obtained. There-
fore, the timing of providing RPNs should be before or at
the same time when user data is accessed or collected so
that mobile users (i.e., the data subject) can be timely noti-
fied as required. Furthermore, GDPR has requirements for
the content of RPNs. Particularly, an RPN should have the
required notice elements (as clearly stated in GDPR [21])
to be a law-compliant one. As shown in Table 1, six nec-
essary notice elements (i.e., IC, UR, PP, LB, SP, ER)
are required. Apart from the content, GDPR also regulates
the format of RPNs. Specifically, mobile app developers are
required to provide them in a clear, intelligible, and easily
accessible manner [19].

Research scope. In our research, we investigate the real-world
practices of RPNs while following GDPR’s core requirements of
RPNs existence and RPN quality. Particularly, as shown in Table 2,
our study mainly focuses on the notice elements that can be con-
cretely shown to users via the app’s user interface (UI) - IC, UR,
TD, PP, LB, SP, ER. Additionally, we assume the notice element
- TD (i.e., types of collected user data) is mandatory according to
Article 13 of GDPR, because the absence of this notice element
could raise user confusion about what type of user data is accessed
or collected. Besides, since the identity of data controller (IC) and
user rights (UR) do not change according to the concrete user data
collection, they are categorized into the general notice element
type. Vice versa, other required notice elements are assigned to the
specific notice element type.

Table 2: Key notice elements of “Right-to-be-Informed” in
GDPR.

Notice
Elements

General IC: identity of data controller
UR: user rights

Specific

TD: types of collected user data
PP: processing purpose of user data
LB: legal basis of processing user data
SP: storage period of user data
ER: entity of user data receiver

Our research does not cover two specific types of notice elements
in GDPR (i.e., automated user data processing, and oversea data
transmission). We do not inspect the notice of automated user data
process because this information is overlapped with the processing
purpose of user data (PP), another notice element that has already
been covered by our research. Besides, we did not discuss notice
practice regarding overseas data transmission, because this data
practice can be hardly monitored from the view of mobile apps. For
example, the app could first collect user data and further transfer it
out on the server side.

3 KEY RESEARCH SUBJECTS
In this research, we investigate RPNs to understand the extent to
which users’ “Right-to-be-Informed” is protected in real-world mo-
bile apps. To achieve this goal, the following three key research
questions are raised:

• S1: Understanding the ecosystem. To gain a comprehen-
sive understanding of RPNs in mobile apps, we need to iden-
tify the parties involved in the RPN ecosystem, understand
their relationships, and how they impact RPN practices.

• S2: Finding the gap(s). Since developers may intentionally
or unintentionally violate the regulations of RPN, it is neces-
sary to tell whether any gap exists in the wild and what the
gaps are like if the answer is yes.

• S3: Pinpointing the root cause(s). If any gap exists, why
does it exist? The unveiled causes can greatly help developers
update their apps and be compliant with law requirements.

Roadmap. In the following sections, we first lay out the ecosys-
tem of RPN in §4 to understand the relationships between different
parties within it. Then, we elaborate on the methodology of inves-
tigating RPN practices in §5. Next, in §6, we present the identified
gaps of RPN practices in the wild from analyzing a large number of
popular mobile apps. Finally, in §7, we show the root causes behind
the identified gaps through a notification campaign.

4 ECOSYSTEM OF RPN

Regulatory
Authority

App Store
First-Party
Developer

Third-Party
Developer

Users

Law
Requirements

Law
Requirements

Vetting

Requirements

Dele
gate

Resp
onsib

ilit
y

RuntimePrivacy Notice

Figure 2: The ecosystem of RPN in mobile apps.

The ecosystem of RPN involves four parties: (1) regulatory au-
thority (2) first-party and third-party developer, (3) app store and
(4) mobile users. We present the whole ecosystem of RPN and the
connections between these parties in Figure 2.

• Regulatory Authority. Regulatory authorities provide laws
to guide user data processing behaviors in numerous areas,
including the mobile area. In GDPR, the different responsi-
bilities of “data controller” (normally the first-party devel-
opers) and “data processor” (normally third-party develop-
ers) [5, 29] are clearly distinguished while the data controller
is typically the one responsible for fulfilling users’ “Right-
to-be-Informed”. If any non-compliance of RPNs is detected,
the data controller may face risks of app removal, fame loss,
and even huge fines.
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• App Store. App stores typically audit each mobile app sub-
mitted to them and decide whether to publish these mobile
apps according to their vetting policies. Although app stores
are not the only way mobile users can search and download
mobile apps, they are the primary channels since they have
a comprehensive range of available apps, and apps in them
are typically audited to be secure and law-compliant [4, 31].
Thus, the vetting policies of app stores have a significant
impact on the RPN practices in the wild.

• First-party/Third-party developers. Developers are in
charge of the design and implementation of RPN. As shown
in Figure 2, they can be further divided into first-party devel-
opers and third-party developers. Since developing mobile
apps can turn into a complex and costly process, modular
software development kits (SDKs for short) developed by
third-party developers are often adopted to reduce the time
and cost of app development. However, this may come at a
privacy cost for mobile users as SDKs are accused of access-
ing or collecting a large number of user data, even without
any transparency [42, 50, 72, 73, 86]. Therefore, third-party
developers should provide necessary information to disclose
their user data practices. While implementing RPNs, mobile
app developers can utilize official APIs provided by mobile
operating systems or consent management platform (CMP
for short) SDKs. However, considering that app development
is under the control of first-party developers, the responsibil-
ity of informing users of third-party SDKs’ privacy-related
behaviors is normally delegated to the first-party developers.

• App Users. Mobile app users are the destination of RPNs.
Ideally, RPNs should be implemented by developers, audited
by app stores, reviewed to be law-compliant by regulatory au-
thorities, and then work as expected to protect users’ “Right-
to-be-Informed”. Nevertheless, real situations can be com-
plex. For instance, users may not see RPNs even if their data
is accessed or collected. Besides, even when RPNs are pro-
vided, they may not comply with the vetting policies of app
stores or GDPR. When these situations exist, mobile users
can directly provide feedback to app developers and report
to regulatory authorities or app stores if available.

Mis-alignment between Different Parties. Apart from the
above four parties, their relationship with each other has a high
impact on the real-world practices of RPN. To detail, while GDPR
and the vetting policies of app stores both have requirements for
conducting RPN practices, the stringency of their constraints is dif-
ferent. In the dimension of RPN quality, GDPR requires that RPN
should be provided at the time when user data is obtained. In con-
trast, app stores vet the provision of in-app privacy notices without
specifying the exact timing of providing privacy notices. Addition-
ally, GDPR regulates that seven notice elements - IC, UR, TD, PP,
LB, SP, ER are necessary to construct an RPN while app stores
only require two notice elements, i.e., TD, PP. Moreover, as shown
in Table 1, GDPR also regulates that the format of RPN should be
clear while app stores have no relevant requirements. Therefore,
compared to the regulations of GDPR, the vetting policies of app

stores on RPNs are relatively lax. Given this situation, app devel-
opers face the dilemma of adhering to either GDPR or the vetting
policies enforced by app stores.

To this end, we conclude that GDPR’s requirements of providing
proper RPNs are stringent while the vetting policies of app stores are
comparatively lax. This fact could result in developers being uncer-
tain about which regulations to comply with (as verified in §7.2),
and users’ “Right-to-be-Informed” cannot be reliably safeguarded.

5 AUTOMATED RPN ANALYSIS
As mentioned earlier, to better understand the implementation
practices of RPNs, it is necessary to perform a large-scale, automated
analysis over a large number of RPNs in real-world. To achieve this,
we have designed and implemented RENO, an end-to-end pipeline
by tackling a set of non-trivial challenges. Here we elaborate on
the details of RENO.

5.1 Approach Overview
Figure 3 shows the overall workflow of RENO. First, mobile apps
awaiting testing are explored and monitored in the testing envi-
ronment of RENO, which outputs the triggered user interface (UI
for short) and behaviors of user data collection. Meanwhile, with
the triggered UIs, RENO employs an RPN detector (§5.3) to check
whether RPNs are provided. If RPNs are identified, they will further
be analyzed by RPN element analyzer (§5.4) to extract their con-
tained notice elements. Finally, the triggered user data collection
behaviors and RPN practices will be examined by the compliance
checker (§5.5). In this way, RENO finally reports those missed RPNs
or substandard RPNs.

RPN Detector
RPN Element 

Analyzer

         Compliance 
          Checker

Runtime
Privacy Notices

Collected
User Data

Notice 
Elements

Results

Testing Environment

UI

Figure 3: Overview of RENO.

5.2 Testing Environment
Basic Setup. To understand the (non-)compliance of RPN practices
in a large scale of mobile apps, it is necessary to first automatically
explore the app and monitor the data collection within the app. To
this end, RENO sets up an automated testing environment for app
exploration. The automation is based on Droidbot [62] - a state-of-
the-art Android dynamic exerciser. Besides, RENOmonitors user data
collection behaviors by utilizing Frida [75] and MitmProxy [35].
Here, Frida is used to hook privileged APIs [24] of the Android
framework that access sensitive user data. Mitmproxy is utilized
to intercept and inspect the network traffic. The content (payload)
of the traffic reveals part of the user personal data, as well as their
intended receivers.
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Capturing User Data Collection. With the above setup, RENO
supports capturing and analyzing the data practices under the fol-
lowing four types: 1) data managed by the Android system with
runtime permissions (e.g., contacts); 2) data managed by the An-
droid system without runtime permissions (e.g., MAC address);
3) data related to user input (e.g., bank card number); 4) other
personal data such as user cookies. The former two types of user
personal data can be captured by monitoring specific system pro-
vided APIs [39], while the rest two are detected by analyzing the
network traffic through a set of heuristics. In particular, we have
collected a comprehensive list of privacy-related keywords from
prior research [36, 57, 66, 69, 70], and use such keywords2 to iden-
tify user personal data from network traffic. Due to space limitation,
we leave the detailed implementations of identifying user data in
Appendix C.

To evaluate the effectiveness of monitoring user data collection,
we randomly selected 100 apps from our research dataset (in §6.1)
and performed a manual verification. Each of the sampled apps
was manually explored for 15 minutes and their user data access
or collection behaviors were manually checked. By comparing the
monitored results with the manual checking results, the testing
environment is verified to achieve 96.08% F1-score in identifying
user data collection.

5.3 RPN Detector
As mentioned earlier, identifying RPNs from a given app poses sev-
eral unique challenges. Existing works mostly focused on analyzing
privacy policies [37, 56, 63, 82, 89–91], which are easy to access (i.e.,
from the app description page in app stores) and well structured
(i.e., their statements are typically presented in a complete sentence
structure). However, RPNs are elusive as they are hidden inside
the interactions between users and mobile apps. To address this
issue, the key observation is that RPNs are typically presented in a
specialized context to gain user attention, i.e., to be easily perceived.
Thus, the appearance context along with its semantics could be
a reliable sign of RPNs. Therefore, RENO identifies RPN through a
customized binary machine learning classifier, which considers the
whole text of a mobile UI page as the underlying features.
TrainingDataset. To train the RPN detector, we conducted random
sampling and testing on 750 popular mobile apps from the Google
Play store in Germany. We manually explored each app for at least
15 minutes to ensure thoroughness. Each UI page and its corre-
sponding layout files are collected for further analysis. Then, we
take three experts working on mobile privacy to individually label
whether these UIs are with RPN or not. If there is any discrepancy
in the annotation results, the three experts will have a discussion
to reach their final agreement. In fact, since the semantics of RPNs
are very clear, most discrepancies are caused by overlooking by
one of the experts. Based on the labeled data, we then constructed
a training dataset consisting of 1,053 UI pages with RPNs, and 1,010
randomly selected normal UI pages. In the meantime, we perform
a sentence-level labeling, by identifying the exact sentence describ-
ing RPN from the UI pages with RPNs. In total, 9,037 sentences are
extracted from the selected UI pages, where 3,679 of them describe

2The list of collected keywords are available in https://github.com/RenoProject2024/
Reno/blob/main/privacy2keyword.json.

RPNs. Note that, our research did not take the types of RPNs as la-
bels, as RENO is designed to identify law compliance issues of RPNs
regardless of the RPN type.
Training Schemes and Performance Validation. During the
training of the RPN detector, we tried two training schemes. The
first one focuses on the granularity of UI page (i.e., taking the
whole text of one UI page and its label as the training input) and
the second one is at the granularity of sentence (i.e., taking one
sentence and its label as the training input). We employed the
pre-trained BERT [53] plus a linear layer and a softmax [87] as the
binary classifier for our task.We choose BERT due to its well-known
ability to capture the contextual semantic information for texts. In
each training scheme, we conducted a ten-fold cross-validation to
verify the effectiveness of the classifier. Specifically, the training
dataset was divided into ten subsets and nine of them were used for
training while the rest one was for validation. The entire process
was automatically repeated ten times. Finally, the training scheme
with UI page granularity is validated to be better (F1-score: 88.11%)
than the other one (F1-score: 63.08%). Therefore, we choose to adopt
the classifier trained with the former scheme as RPN detector.

5.4 RPN Element Analyzer
Furthermore, for those identified RPNs, it is necessary to accurately
extract and interpret their contained notice elements. Prior related
work mainly focuses on privacy policies and relies on the complete
sentence structure of their statements to extract the correspond-
ing key elements (e.g., data object, purpose). However, this basis
does not hold true for RPNs since they are commonly seen to be
presented with multiple short sentences or phrases, resulting in
an incomplete and fragmented structure. To tackle this issue, we
observed that the notice elements in RPNs exhibit fixed semantics
and maintain consistency in both privacy policies and RPNs. Conse-
quently, understanding the semantics of various notice elements in
RPNs becomes feasible by referencing the easily accessible privacy
policies. Moreover, the comprehended semantics can be leveraged
to extract notice elements in RPNs more effectively.

To this end, the RPN element analyzer conducts notice element-
level analysis through two successive stages: initially confirming
the existence of a specific type of notice element, and upon affirma-
tion, proceeding to extract it. The first stage is similar to the RPN
detector, which is naturally a classification problem while the latter
stage corresponds to the essence of named entity recognition (NER
for short), which is an NLP method that extracts information from
unstructured text. Particularly, six binary classifiers that respec-
tively distinguish whether one of the six notice elements (i.e., IC,
UR, PP, LB, SP, ER) exists in an identified RPN were developed.
Additionally, the identification of the notice element - TD can be
well achieved with the constructed keywords list as introduced
in the testing environment. Then, with BIO (short for beginning,
inside and outside) labeling [52], the NER-based notice element
extractor for the latter stage was designed and implemented.
TrainingDataset. Learning-basedmethodologies typically require
a large amount of training data to acquire good performance. To
meet this requirement, we follow the observation mentioned above
and combine privacy notices extracted from the privacy policies of
mobile apps in our research dataset with the training dataset of the

https://github.com/RenoProject2024/Reno/blob/main/privacy2keyword.json
https://github.com/RenoProject2024/Reno/blob/main/privacy2keyword.json
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RPN detector. Finally, we constructed a new training dataset of 3,672
privacy notice sentences and labeled the types and content of their
contained notice elements. For instance, an RPN says "To personalize
our services for you, we also collect location data information when
you are not using the app. You can revoke it anytime". After BIO
labeling, it becomes "To [B-PP] personalize [I-PP] our [I-PP] services
[I-PP] for [O] you [O] we [B-IC] also [O] collect [O] location [B-TD]
data [I-TD] information [I-TD] when [O] you [O] are [O] not [O]
using [O] the [O] app [O] You [B-UR] can [I-UR] revoke [I-UR] it
[I-UR] any [I-UR] time [I-UR]".
Training Schemes. We trained the six binary classifiers in the
same way as in RPN detector. Referring to the NER-based notice
element extractor, its training scheme is few-shot learning (FSL)
which requires comparatively fewer labeled training samples to
fine-tune a pre-trained model to achieve competitive performance.
In particular, we employed the pre-trained model - “BERT-Base
uncased” [53]. To make it more specialized in RPNs, we followed
one of its pre-train strategies (i.e., masked language modeling) to
continue to train it on the privacy policies of mobile apps in our
research dataset. With the model structure of BERT plus an addi-
tional conditional random field (CRF) [65], the NER-based notice
element extractor was implemented and trained.
PerformanceValidation. After conducting ten-fold cross-validation,
we validated that the six binary classifiers achieve F1-scores of
90.99%, 95.23%, 94.37%, 96.72%, 94.24%, and 97.88% respectively for
identifying the existence of notice elements - PP, UR, IC, ER,
LB, SP in an RPN. The performance of the notice element extractor
was similarly validated with ten-fold cross-validation. The valida-
tion results confirmed that the notice element extractor achieves
F1-scores of 91.42%, 89.77%, 90.73%, 89.24%, 81.96%, 97.67% and
90.63% respectively for extracting the content of notice elements -
PP, UR, IC, ER, LB, SP, TD in RPNs. Therefore, the proposed
RPN element analyzer demonstrates high performance in analyzing
different notice elements of RPNs.

5.5 Compliance Checker
After identifying RPNs and extracting their notice elements, RENO
needs to locate the concerned gaps between them and GDPR while
considering user data collection behaviors of mobile apps. Partic-
ularly, these gaps are distributed in two perspectives mentioned
before, i.e., existence and quality. On the one hand, if one app col-
lects user data while providing no relevant RPNs, an existence gap
is identified. On the other hand, if an RPN is provided but with poor
content, format, or timing, then a quality gap is identified.
Map RPNs to Relevant User Data Collection Behaviors. Specif-
ically, RENO employs the designed compliance checker to conduct
a compliance analysis, which tries to map the identified user data
collection with corresponding RPN behaviors and further figure
out whether any gap exists. To achieve this goal, all the labeled
and detected content of notice element - TD are manually analyzed
to construct an ontology mapping organized by hypernym rela-
tionship3. The biggest advantage of doing so is that this ontology
mapping can overcome the difficulty of mapping two statements
with inconsistent granularity. For instance, when an identified RPN

3Due to space limitation, the complete ontology mapping can be accessed at https:
//github.com/RenoProject2024/Reno/blob/main/Ontology.json

says “We collect your personal information for verifying your iden-
tity” and the collection of user email addresses is identified, these
two behaviors are mapped since the user email address (hyponym)
belongs to personal information (hypernym).
Check ExistenceGaps. After RPNs aremappedwith their relevant
user data collection behaviors, the compliance checker can easily
judgewhether there exist the existence gaps, i.e., mobile apps collect
user data while providing no relevant RPNs.
Check Quality Gaps. For detecting quality gaps, the proposed
compliance checker first relies on the extraction results of the RPN
element analyzer to understand whether the required notice ele-
ments are all provided. If any type of notice element is missing in
an RPN, then a quality gap belonging to poor content is found.

Then, for the format requirement of RPNs, i.e., to be clear with
no vagueness, the compliance checker adopts a frequency-based
scheme to effectively locate the vague expressions of all these seven
notice elements. Generally, for clear notice expressions, their con-
tent should be specific to their apps’ concrete data processing be-
haviors and thus be unique. When it comes to vague notices, their
expressions are common and similar to each other. For instance,
instead of clarifying clear processing purposes of user data (PP) in
an RPN, mobile apps are commonly seen to use similar expressions
like “to work properly”, “for special purposes” and so on. Therefore,
the compliance checker performs a frequency analysis to pick out
the commonly used expressions for each type of notice element,
which are further manually cross-checked with three experts in this
field to pick the vague ones. An expression is marked as ambigu-
ous only if more than two of the three experts reach a consensus.
Additionally, the compliance checker also refers to the corpus of
vague words and sentences [61] to detect vague RPNs. Meanwhile,
the constructed ontology mapping is used to determine if the ex-
pressions of the notice element - TD (i.e., the type of collected user
data) are vague. Specifically, if the expression of TD has hyponyms
in the ontology mapping, it indicates a vague expression.

Lastly, for the timing of RPNs, the compliance checker simply
compares the timestamp when RPNs are provided and the mo-
ment when relevant user data collection occurs, to effectively judge
whether RPNs are provided timely as required by GDPR.
Performance Validation. To verify the performance of RENO
for finding gaps, we randomly sampled 99 apps from our research
dataset (3 apps per category), manually explored each of them for an
average of 15 minutes, and followed the requirements of GDPR to
manually check their existence and quality gaps in provided RPNs.
The manual verification triggered 196 RPNs and 83,392 user data
collection behaviors, which are involved in 13,826 network flows
and 56,067 invocations of privileged APIs. Finally, it is manually
verified that RENO achieves 97.54% F1-score (95.28% precision and
99.91% recall) and 93.87% F1-score (90.26% precision and 97.78%
recall) respectively for identifying the existence and quality gaps.
While validating the performance of RENO and its components, we
do not take into consideration the false negatives (i.e., missed RPN
gaps) brought by the limited exploration ability of Droidbot since
improving it in this aspect is an orthogonal research direction.

https://github.com/RenoProject2024/Reno/blob/main/Ontology.json
https://github.com/RenoProject2024/Reno/blob/main/Ontology.json
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Table 3: Dataset used in our research, with 4,656 mobile apps distributed in Google Play stores of 19 EU countries.

EU Country Austria Belgium Bulgaria Croatia Czech Republic Denmark Finland France Germany Greece

# Apps 957 911 868 864 864 899 843 886 894 846

EU Country Hungary Ireland Italy Netherland Poland Portugal Romania Spain Sweden # Total

# Apps 854 869 865 865 850 844 839 869 872 4,656

6 UNDERSTANDING RPNS IN THEWILD
In this section, we aim to understand the whole picture of RPN in
the wild. To achieve this goal, we apply RENO to figure out whether
any gap exists between the RPN practices and GDPR.

6.1 Dataset Collection
Considering the 27 countries in the European Union (EU), we first
select the most popular mobile apps in their Google Play stores
according to Apptopia [18] - a well-known app analytics platform
that provides app rankings across different countries. Due to net-
work restrictions, we were unable to directly download mobile
apps from Google Play stores in the 27 countries. Thus, with the
list of selected mobile apps, we referred to APKCombo [3] which
pulls app files (i.e., APK and OBB files) directly from Google Play
Store [1]. We implement a scraper that mimics the app downloading
behavior of regular users to automatically download these apps
from APKCombo.

As shown in Table 3, we were able to access the popular mobile
apps distributed in 19 of 27 EU countries. In particular, for each
considered EU country, we selected the top 40 apps in each cate-
gory (33 categories in total) and filtered out mobile apps that have
no network permission or have not been updated for at least a
year. By following this strategy, we finally crawled 5,123 unique
mobile app ids with 4,656 apps successfully downloaded. Among
the downloaded apps, 4,467 of them are unique and the remaining
189 apps are country-specific versions of 70 unique apps. Along
with the downloaded mobile apps, their associated metadata (e.g.,
distributed in which country, link of the privacy policy, category
and so on) are also obtained. Most failed-to-be-downloaded mobile
apps were due to copyright infringement, since they were removed
from Apkcombo as regulated by the Digital Millennium Copyright
Act (DMCA) [14]. In total, 4,625 apps were successfully tested while
the failed ones were due to compatibility issues.
Experiment Statistics. All experiments are conducted on six
OnePlus 9 (Android 11) mobile devices and six supporting desktop
computers (Windows 11). Our experiments last around 30 days
with each mobile app in our research dataset tested for 30 minutes.
Finally, 322 million logs of API invocation, 453,090 network flows
and 1,030,529 runtime UI screenshots were collected during our
empirical study, where 7,171 RPNswere identified. Since all the sam-
pled apps for performance validation of RENO are randomly picked,
the verification results can well provide a reasonable effectiveness
estimation of RENO among the whole research dataset.

6.2 Non-compliance Gaps
With the analysis results of RENO upon our research dataset, we
have summarized seven findings from the perspectives of existence
and quality gaps, which comprehensively depict the status quo of
RPN in the wild.
Existence Gaps. First, to check how serious the lack of RPNs is,
we carefully analyzed the existence gaps detected by RENO. Among
our research dataset, 4,615 (99.78%) mobile apps collected user data,
but only 2,364 (51.22%) mobile apps provided RPNs. In total, there
were 7,171 RPNs provided, where 27.41% were presented in runtime
permission prompts, 20.80% were pop-ups, 23.02% were UI text
labels, and 28.77% were hint pages.

More importantly, RPNs are significantly missed in real-world
apps. In particular, 77.10% of user data collection lacks RPNs. Upon
closer examination, the collection of user data that is managed
with runtime permissions has best practices (91.61% provide RPNs)
while it is worst for the collection of user data in "user input" cat-
egory (11.72% provide RPNs). While collecting user data managed
with runtime permissions should 100% have runtime permission
prompt and thus 100% provide RPNs, the left 8.39% referred to re-
sources that are not managed by runtime permissions to collect
user data. For instance, an investigated app collected user loca-
tion by utilizing an SDK that infers user location based on the
connected Wi-Fi. Since the protection level of the required permis-
sion - android.permission.ACCESS_WIFI_STATE is normal (instead
of dangerous), no runtime permission prompt was presented, which
resulted in the lack of RPNs.

In addition, by randomly sampling five apps in each app category,
we found that whether RPNs are provided or not has limited rele-
vance to app functionality. Instead, mobile apps have the best RPN
practices in scenarios involving runtime permission prompts, but
falter in scenarios where “user input” related data is collected. The
reason is that accessing or collecting user data managed by runtime
permission necessarily triggers the prompts, which act as RPNs to
inform users. In other scenarios, particularly when gathering data
related to “user input”, developers may assume that users can infer
the purpose of data processing and therefore not provide RPNs.

Finding I: RPNs are significantly missed in real-world apps.

Second, since network requests that send out user data are strong
evidence of user data collection, we further identify whether such
user data collection is initiated by the first-party or a third-party. By
referring to related work [59] and teasing out all identified domains
that have more than 1,000 identified network flows in our research,
we manually verified them to create a curated third-party domain



Are We Getting Well-informed? An In-depth Study of Runtime Privacy Notice Practice in Mobile Apps CCS ’24, October 14–18, 2024, Salt Lake City, UT, USA

Table 4: The availability of privacy notice resources offered
by third-party services.Availability refers to whether a third-
party service provides notice regarding their collection of
user data. Completeness refers to whether the provided notice
is complete in terms of IC, UR, TD, PP, LB, SP, ER. Source
refers to the format of provided notice. Remind refers to
whether third-party services explicitly remind first-party
developers to inform users on their behalf.

Service Domain Availability Completeness Source Remind

googleapis.com - × / ✓
doubleclick.net ✓ × privacy policy ✓
facebook.com ✓ × privacy policy ✓
appcenter.ms ✓ × document ×
sentry.io ✓ × document ✓

unity3d.com ✓ ✓ privacy policy ✓
adjust.com × × / ×
yandex.net ✓ × document ✓

amazonaws.com × × / ✓
branch.io ✓ × privacy policy ×

list4, which has 27 third-party services with 33 domains. Based
on this list, 383,003 network flows were identified to send out the
collected user data where 56.77% of them were sent to third-party
services. Furthermore, 89.50% of user data collection initiated by
third-party services in network flows lack RPNs while it is 86.85%
for the first-party. Additionally, regarding the lack of RPNs, third
parties are responsible for 46.66% of them while the first party is
responsible for the left. More importantly, it is revealed that no
matter if they are popular or long-tailed third-party services, they
exhibit similar bad practices of lacking RPNs.

To investigate this phenomenon, we studied whether third-party
services provide easily accessible and GDPR-compliant privacy dis-
closures to ease the burden of first-party developers for notifying
users. Table 4 shows the results of top-10 third-party service do-
mains4 that have the most behaviors of lacking RPNs. It can be seen
that most third-party services owning these domains do provide
privacy disclosures for their user data processing behaviors and
actively remind first-party developers to notify users. However,
their privacy disclosures have different formats and are even not
complete (i.e., contain all notice elements required by GDPR). While
numerous Google API services lack explicit notice information to
guide first-party developers in notifying users about privacy prac-
tices upon integration, a select few utilize the “data safety” (DS)
format as a privacy notice (e.g., Google Maps SDK [26]) [34]. Differ-
ent from the requirements of GDPR, such DS notice practice works
when users are browsing candidate mobile apps in the Google Play
store (instead of the time when users are interacting with mobile
apps). Besides, DS focusesmore on data collection and sharingwhile
ignoring other notice elements regulated in GDPR. Since a mobile
app may integrate various third-party SDKs (around 18 on aver-
age in an Android app [23]), a first-party developer or team needs
to identify what functionalities of the picked SDKs are adopted
and whether they involve user data processing, and finally refer to
their official documents to check if any privacy notice information
is available. Such a heavy burden of providing RPNs for the data
4The complete list and surveyed results can be accessed at https://docs.google.com/
spreadsheets/d/1lTS_Q8msqH4j4T_GTYZa72uOCbQzLW7kglX49Up5PTE.

collection of third-party services can hinder first-party developers
from doing so.

Finding II: First-party developers face the dilemma where third-
party developers delegate to them the responsibility of notifying
users and provide no complete disclosures of user data processing.

Third, while reviewing the identified RPNs, it is noticed that
some mobile apps adopt CMP (consent management platform) SDK
to help implement the required RPNs. To comprehensively under-
stand the role that CMP SDKs play in RPN practices, an authori-
tative ranked CMP list provided by IAB Europe [9] and relevant
researches [59] are referred to, where a CMP list containing 39
SDKs is formed and 7 of them that focus on mobile apps with
available documents have been picked out. The selected CMP list
includes AppConsent [79], Didomi [48], Quantcast [58], Osano [76],
Clarip [44], Quadrant [38] and Sourcepoint [83].

By checking the existence of these selected CMP SDKs, we fil-
tered out from our research dataset 53 (1.14%) mobile apps that
adopt CMP SDK (which is in line with the finding of [59]). When
looking into the RPN practices in these apps, it is clear that CMP
SDKs benefit mobile apps in providing required RPNs since the ratio
of user data collection lacking RPNs is 77.66% which drops to 38.11%
when mobile apps adopt CMP SDKs.

Finding III:While CMPs do benefit the situation of RPN practices
in real-world mobile apps, they play a very limited role due to their
low adoption rate and actual usage focus.

Quality Gaps. After understanding the existence gaps of RPNs,
we further checked the quality of identified RPNs respectively from
aspects of content, format, and timing.

As shown in Table 5, the proportion of the seven types of notice
elements in all identified RPNs (7,171) is calculated. Particularly,
the notice element - TD is the most frequently mentioned one in
identified RPNs. The top-3 notice elements in identified RPNs are
respectively TD, IC, PP, which means mobile users are most
commonly exposed to these three notice elements in RPNs. Subse-
quently, we evaluate the number of provided notice elements. The
results are shown in Table 6, which demonstrate that most RPNs
(72.43%) provide either two or three required notice elements. Be-
sides, all identified RPNs have one or more missing notice elements.
Generally, when there are two or more notice elements in RPNs, the
more elements an RPN has, its proportion accounting in real-world
practices is lower.

Moreover, we further looked into whether and how CMP SDKs
improve the quality of the identified RPNs. As shown in Figure 4, by
respectively comparing the rates of different notice elements in apps
using and not using CMP SDKs, it demonstrates that the quality of
RPN is better when adopting CMP SDKs. From the perspectives of
mathematical statistics, mobile apps using CMP SDKs provide 3.32
notice elements in each RPN on average while this number is 2.38
for apps without adopting CMP SDKs. Therefore, CMP SDKs do
benefit the situation of RPN but still not enough.

Finding IV: Even when RPNs are provided, users are not guaran-
teed to get notification of all necessary notice elements as required
by GDPR.

https://docs.google.com/spreadsheets/d/1lTS_Q8msqH4j4T_GTYZa72uOCbQzLW7kglX49Up5PTE
https://docs.google.com/spreadsheets/d/1lTS_Q8msqH4j4T_GTYZa72uOCbQzLW7kglX49Up5PTE
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Table 5: The proportion of different notice elements in the
identified RPNs. Note that different instances of the same
notice element type in one sentence are accounted as one.

Notice Elements Number Proportion

Processing Purpose of User Data (PP) 4,191 58.44%

User Rights (UR) 432 18.27%

Identity of Data Controller (IC) 1,736 73.43%

Entity of User Data Receiver (ER) 759 10.58%

Legal Basis of Processing User Data (LB) 641 8.94%

Storage Period of User Data (SP) 93 1.30%

Types of Collected User Data (TD) 5,664 78.98%

Table 6: Distribution of notice elements in RPNs.

Number of Notice Elements Number of RPNs

1 998 (13.92%)
2 3,492 (48.70%)
3 1,702 (23.73%)
≥ 4 979 (13.65%)
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notice element rate of apps using CMP SDK

notice element rate of apps not using CMP SDK

Figure 4: The presence rates of notice elements in mobile
apps that adopted CMP SDKs versus those that did not.

Furthermore, according to the compliance analyzer of RENO, the
concrete content of identified RPNs was checked to see if they
satisfy the format requirements of GDPR, i.e., being clear with no
vagueness.

Among 2,364 mobile apps that provide RPNs, 624 (26.40%) apps
have 1,623 (22.63%) RPNs are with vague descriptions. Among these
vague RPNs, the range of affected types of notice elements involves
PP, IC, ER, TD. Table 7 presents the samples and proportions of
these notice elements using vague expressions.

Finding V: Approximately a quarter of the identified RPNs utilize
vague expressions, which substantially reduces the transparency
of user data processing.

Finally, we carefully investigated the timing of providing RPNs.
By comparing the time when user data collection happens and
the moment when a relevant RPN is provided, RENO identified that
1,343(56.81%) mobile apps provide the required RPNs after user
data is already collected. Among all informed collection of user
data5, 37.40% of them were conducted before mobile apps provided
corresponding RPNs. The detailed “collect before providing notice”
situation of different types of user data is listed in Table 8.

Finding VI: The dark pattern of “collect before providing notice”
is serious.

Regarding the timing of providing RPNs, another type of im-
proper RPN practice – “detailed notice after refusal” is identified.
With the customized app exploration of RENO, i.e., “refusing runtime
permission request first and allowing afterward”, 154 mobile apps
were identified to provide detailed RPNs with more notice elements
only after users refuse to grant runtime permissions. Particularly, it
was found that 861 runtime permission requests of user data merely
relied on runtime permission prompts to inform users. Meanwhile,
158 runtime permission requests were re-requested with detailed
RPNs provided after being refused.

Such phenomenon is denoted as “detailed notice after refusal”.
After investigating its code implementations, we found that this
phenomenon is suggested in the official documents of Android.
Particularly, the Android system provides a specialized API [54] to
automatically help developers determine whether to show a ratio-
nale for explaining why their apps request the runtime permissions.
This API only returns true when runtime permission is refused
(but not forbidden, i.e., users did not click the "deny and don’t ask
again" button) and re-requested. Namely, the Android system as-
sumes only in this situation, users may feel confused about why
apps request certain runtime permissions, and it is the right time
for developers to provide explanations. However, since this API is
optional, app developers may not adopt it at all and thus completely
rely on the runtime permission prompt to inform users, which only
contains the notice element of TD (i.e., the types of collected user
data) and IC (i.e., the identity of data controller). Besides, even if this
API is adopted, the notice element suggested to be supplemented is
PP, i.e., the processing purpose of user data. In fact, after permission
refusal, 158 RPNs provided detailed PP as suggested and 144 of them
were sufficiently clear. Thus, as GDPR requires the existence of
seven notice elements, users’ “Right-to-be-Informed” may still be
violated since they get no sufficient notice.

Finding VII: Instead of proactively providing qualified RPNs, a
few developers adopted “detailed notice after refusal” strategy to
inform users.

Based on these findings, we have correspondingly provided com-
pliance suggestions in Appendix A.

7 RQ3: WHY DO THE GAPS EXIST?
We responsibly notified the affected app developers, which has
two main goals: first, we need to inform them of the detected non-
compliance risks of RPN. Second, we would like to gain insights
into understanding why the identified gaps exist.

5In this aspect, each type of privacy collection behavior within an app is tallied as one.
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Table 7: Identified vague notice elements in our dataset.

Notice Elements # Affected Apps # Vague RPNs Vague Expression Samples

Processing Purpose of User Data (PP) 68 (2.88%) 127 (1.77%) “for special/commercial/marketing/analytical/advertising purpose”
Identity of Data Controller (IC) 107 (4.53%) 159 (2.22%) “partner and vendor”
Entity of User Data Receiver (ER) 89 (3.76%) 168 (2.34%) “third party and country”, “partner and vendor”
Types of Collected User Data (TD) 546 (23.10%) 1,452 (20.25%) “personal information”, “permission”, “device information”

Table 8: Prevalence of “collect before providing notices” for
different types of user data in collected RPNs.

User Data Type # Noticed Collected Before Notice

w/ Runtime Permission 1,996 493(24.70%)
w/o Runtime Permission 869 796(91.60%)

User Input 824 84(10.19%)
Others 244 98(40.16%)

7.1 Notification Campaign
In particular, we extracted the email addresses app developers sub-
mitted to the Google Play store and described GDPR requirements
along with mobile apps’ non-compliance behaviors in the notifica-
tion emails. More importantly, the following questions were asked
to try to gain insights into understanding why the gaps exist.

• Were you aware of implementing RPNs each time when user
data is accessed or collected?

• Could you share insights into the specific choices in imple-
menting RPNs?

• What strategies are you exploring to enhance your app’s
RPN implementations? What supports would be beneficial
for you?

The notification campaign was finished before December 7, 2023.
During this process, we merged the notification emails sent to the
same developer and finally sent out 4,399 emails. Among them,
4,169 emails were successfully sent out. The failures are mainly due
to being rejected by the recipient, remote recipients’ servers being
busy or down, being filtered out by the firewall, and so on. Till
now, we have received 821 unique replies, where 60 of them are not
automatic responses (i.e., manual responses). Most of the manual
responses neither confirm nor deny our reports with similar say-
ings like “We appreciate your feedback regarding GDPR compliance
of our app. It was already forwarded to our developers for further
analysis.”, and no further replies are received. Meanwhile, few re-
sponses denied our report and refused to provide more details. Most
importantly, after filtering out these meaningless responses, we
got 13 replies confirming our reports and providing meaningful
feedback, which can greatly help us understand the causes behind
the identified gaps.

7.2 Responses from Developers
By referring to the meaningful responses provided by mobile app
developers, we summarize them as follows.
Developers Prefer to FollowApp Store rather thanGDPR. Two
mobile app developers tend to make their app aligned with Google

Play’s guidelines instead of GDPR to avoid direct risks (e.g., be-
ing removed from app stores). For instance, one of our received
feedback states as follows.

Response I: “While we strive to follow Google Play’s guidelines
for app deployment and ensure GDPR compliance, we acknowledge
that there may have been instances where our implementation
of the runtime privacy notice did not strictly adhere to GDPR
regulations.”

Compared to regulatory authorities, the app store, being closer
to app developers, offers more detailed, practical, and actionable
regulations for implementing RPNs in mobile apps. Therefore, it is
easy to understand that app developers prefer to follow the app
store’s guidelines, which results in the identified quality gaps.
Developers Consider Privacy Policy is Enough. Three app
developers doubt the necessity of providing RPNs. For example, one
of our received responses states as follows:

Response II: “The right to be informed under the GDPR is typi-
cally realized by making the Privacy Policy available to the users
at the time of personal data collection. We at app A(anonymized)
do provide the users with the link to access the Privacy Policy at
all the most important steps of using the application (whenever we
start collecting personal data for any new purpose), and later on,
the policy is accessible at any time in the user’s account”.

Nevertheless, according to Art.13 of GDPR (i.e., providing privacy
notices “at the time when personal data are obtained” [21]) and the
audit rules of Google Play store (i.e., “You must provide an in-app
disclosure of your data access, collection, use and sharing” [27]), RPNs
are necessary and their content cannot only be presented in privacy
policies. In line with the spirit of GDPR, RPNs should be provided
at each time user data is accessed or collected instead of only at
the “most important steps of using the application”. Actually, it is a
balance among development cost, user experience and notice effect,
which most app developers find hard to achieve.
Developers are Working on the Improvements. The rest feed-
back acknowledged the potential issues on RPN, in the meantime,
they emphasized that they are working to make their mobile apps
compliant with GDPR with their best effort. For instance, one re-
sponse states as follows:

Response III: “GDPR will be implemented within the app in the
second half of this year and all subsequent apps will strictly comply
with it”.

As can be seen, app developers who acknowledged our reports ei-
ther were preparing an updated app version or had a clear schedule
to make their apps compliant with GDPR.
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7.3 Dilemma in RPN Compliance
Through multiple rounds of communication with developers, it was
found that they face a dilemma of balancing user experience and
law compliance. Regarding the discrepancies between GDPR and
RPN practices in the real world, their existence has its rationality. In
particular, app developers need to consider user experience during
app development and it may have conflicts with law-compliance-
related implementations. One typical example is the frequency and
timing of providing RPNs. As regulated in GDPR, privacy notices
should be provided at the time when personal data are obtained [21].
However, considering the scale and frequency of modern mobile
apps’ accessing or collecting user data, a large number of (or fre-
quently provided) RPNs can annoy mobile users and consequently
bring a negative user experience. Based on this dilemma, RENO
judges whether RPNs are provided before or at the same time when
user data is collected. If the answer is yes, then the mobile app
complies with the law.

8 DISCUSSION
Ethics Consideration. We carefully manage our research activ-
ities to ensure that they stay within legal and ethical boundaries.
In particular, all the tested mobile apps were signed in with our
researchers’ accounts. RENO only monitors network requests to con-
firm whether any user data (belonging to our researchers) is sent
out. Besides, the identified RPNs do not contain concrete user data
values such as a specific user name. Therefore, our research did
not involve data from other users and caused no harm. Besides, all
communication emails during the notification campaign were kept
confidential (they can only be accessed by our researchers). Before
our research, we consulted the IRB staff in our institution, the re-
search was approved by our IRB and classified as with “minimal
risk”.
Alternative Schemes of Implementing RENO. Instead of im-
proving the techniques that RENO adopts, it is possible to substitute
them with other candidate ones. One promising scheme is to utilize
the advantage of a large language model (LLM for short) to help
RENO better identify and analyze RPNs. Nevertheless, such an idea
is dropped after a thorough analysis. On the one hand, the success
of LLM relies on big computing power and big data, which cost too
much to start from scratch. On the other hand, while referring to
open-sourced or commercial LLM models is practical, it has been
verified [43] that the performance of the two most widely used
LLMs - GPT-3.5 and GPT-4 can vary greatly over time. Thus, if
adopted, their unstable performance can significantly affect RENO
in practice. Besides, we also test ChatGPT [22] by using 100 RPNs
to perform prompt engineering [30] and compare its performance
with RENO in identifying RPN (90.00% vs 92.67%), judging whether
a notice element exists (80.00% vs 94.90%), and extracting notice
elements (82.16% vs 90.20%). The comparison results show that
RENO is noticeably better than prompted ChatGPT.
Limitations. As demonstrated in this paper, RENO can be directly
deployed for compliance checks in real-world scenarios and achieve
large-scale detection through parallel deployment. However, RENO
has limitations inherited from its adopted techniques, which can
bring false negatives and false positives. For instance, the limited
exploration ability of Droidbot [62] can cause RENO to miss RPNs,

resulting in an underestimation of actual RPN practices in the wild.
Meanwhile, the false positives of employed technologies (e.g., NER)
can be propagated to RENO as well. We acknowledge that achieving
a perfect balance between false positives and false negatives is chal-
lenging. However, since RENO provides non-compliant RPNs with
contextual information such as UI screenshots and data collection
behaviors, eliminating false positives is quite feasible with little
human effort. Therefore, in real-world deployment, RENO could
be tuned towards tolerating more false positives and maintaining
minimal false negatives. Moreover, RENO is validated to achieve
qualified performance, which is sufficient to understand RPN prac-
tices in our research. Further improving the performance of these
adopted techniques would be orthogonal to our research.

Additionally, for evaluating RPN quality, RENO has limitations
when applied in other areas instead of EU. For instance, it cannot
evaluate conspicuity or identify contradictory content in RPNs, vital
for CCPA[7], COPPA[8] and PIPL[33] compliance. Alternatives can
be user studies that identify inattentive RPN patterns for detection
and existing work[36] offers guidance on handling contradictory
content. Besides, developers may provide simplified RPNswith links
to more detailed information like privacy policies. However, RENO
will not assess whether the data behind these links complies with
GDPR because clicking on them will take users to websites, which
is beyond the scope of RPN. Regarding the application scenario of
RENO, we have provided further discussion in Appendix B due to
space limitation.

9 RELATEDWORK
Our research is closely related to topics of privacy compliance check
on web and mobile platforms, such as cookie notices [67, 74, 85],
privacy policies [37, 63, 82, 89–91], privacy labels [60], and consent
management [59, 72, 73].
Compliance Check onWeb Platforms. Particularly, for theWeb
platform, Degeling et al. [46] monitored the prevalence of privacy
policy among popular websites in the EU, which found that 84.5%
websites in Europe have privacy policies and estimated that 62.1%
of them present cookie consent notices. Regarding cookie consent
notices, Utz et al. [85] studied various designs of cookie notices and
their influence on users’ choices by conducting a study with real
website visitors. Furthermore, attracted by the cookie consent no-
tice interfaces, Matte et al. [67] and Midas et al. [74] studied cookie
banners implemented by CMPs and revealed that dark patterns
(i.e., interface designs that nudge users to make privacy-unfriendly
choices) along with implied consent are ubiquitous. However, dif-
ferent from these works, our research focuses on mobile platforms
and RPNs (instead of privacy policies) to investigate whether users’
“Right-to-be-Informed” is well protected.
Compliance Check on Mobile Apps. When it comes to the
mobile platform, one area of research is the identification of po-
tential GDPR violations in privacy policies or labels, e.g., their
privacy-related statements are inconsistent with apps’ real behav-
iors [37, 60, 63, 82, 89–91]. In many cases, the findings of these
works cannot be equated to RPN compliance, due to their fundamen-
tal requirements and application scenarios. For example, privacy
policies are not timing/contextual sensitive, since they are available
upon app publication or when the app launches, regardless of when
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user data is collected. Another line of research [59, 72, 73] inves-
tigated the effectiveness of consent management in mobile apps,
which revealed various violations against GDPR, e.g., deceiving
users into accepting all data sharing. In contrast, this paper studies
the real practices of RPNs in the wild (instead of judging whether
consent choice is provided and works as expected) and reveals gaps
between them and GDPR. Pertaining to permission prompts in mo-
bile apps, prior works [40, 41, 49, 64, 80, 84] have explored factors
influencing user decisions (i.e., grant or not), whereas our work
reveals the legal compliance of RPNs.

10 CONCLUSION
This paper presents a comprehensive exploration of the RPN ecosys-
tem, enhancing the community’s insights into this domain. In order
to comprehend the prevalence of RPNs in real-world mobile apps,
we introduce an automated pipeline - RENO, enabling the assessment
of disparities between RPN practices and GDPR standards. Through
a large-scale experiment, we uncover widespread gaps and multiple
noteworthy findings. Responsibly notifying affected developers
and analyzing their feedback allows us to elucidate the root causes
behind these gaps. We believe that our study can serve as a valuable
resource for developers, aiding them in aligning their apps with
legal regulations and concurrently enhancing the transparency of
private data practices for app users.
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A COMPLIANCE SUGGESTIONS
To help mobile app developers ensure GDPR compliance, we ex-
tracted the following five suggestions from the findings and good
practices identified in our research.

• Timely Provide RPN. To comply with GDPR and avoid user
confusion about the correspondence between data collection
behaviors and RPN practices, it is suggested to timely provide
RPNs right before relevant data collection occurs.

• Avoid Redundant RPN Content. General notice elements
that remain the same for all users (e.g., the identity of data
controller (IC) including the contact details of the controller
and the controller’s representative) are suggested to be pro-
vided once. The main objective here is to ensure that each
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essential notice element is notified at least once and unnec-
essary redundancy is avoided to make RPN concise to comply
with GDPR.

• Make RPN Clear and Organized. To assure that users of
different ages and backgrounds can easily understand RPNs,
RPNs should be organized and presented by using clear and
plain language to well inform users.

• Adopt CMP SDKs. Since CMP SDKs are shown to improve
RPN practices, first-party developers are encouraged to in-
tegrate CMP SDKs to help implement RPNs and ease the
implementation burden.

• Cooperate to Improve Transparency. Third-party SDK
developers are highly recommended to provide easily acces-
sible and function-level notice information for their owned
SDKs’ privacy-sensitive behaviors, which can effectively ease
the burden of first-party developers.

• Refer to Automated Generation of RPNs.We suggest em-
ploying automated techniques [77, 88] that analyze privacy
policies, consider contextual information, and generate can-
didate RPNs. Developers can then check these candidates and
implement the final RPNs in their apps.

• Enhance RPN Requirements. Considering the significant
role that app stores play in the RPN ecosystem, their vetting
policies in EU countries should align with GDPR to avoid
confusion for app developers.

B APPLICATION SCENARIOS OF RENO
Generally, both regulatory authorities and app stores can effectively
rely on the high performance of RENO to vet whether mobile apps
comply with GDPR requirements. Furthermore, app developers
deeply understand their own app’s privacy collection practices and

RPN behaviors. Hence, they can easily verify GDPR compliance by
referencing the core requirements outlined earlier in this paper.

Moreover, while GDPR applies to all areas that involve user data
processing in the EU, RENO is specialized in checking compliance
issues of RPNs in mobile apps and thus extra efforts may be needed
to port it to other platforms. For instance, to check the status of
“Right-to-be-Informed” in web platform, the testing environment of
RENO needs to be updated with suitable techniques, e.g., dynamic
web testing, to trigger and monitor the runtime behaviors of web
apps. Despite these limitations, when deployed in areas other than
mobile platforms, the core components of RENO that detect and
analyze RPNs can still be referred to perform compliance checks
upon users’ “Right-to-be-Informed”.

C IDENTIFICATION SCHEME OF PRIVACY
COLLECTION

For the first two types of user data managed by the Android sys-
tem, access to them can be precisely monitored by the app-level
instrumentation. More importantly, a three-fold privacy recogni-
tion scheme is employed to identify user data that leaves the user’s
device. First, keyword matching is applied to identify user data
that is sent out. Second, regular expression (regex for short) is em-
ployed to match values of user data that have fixed formats, e.g., the
values of email addresses should be like user@mail.server.name
and thus can be matched with a regex. Third, a predefined value
matching is conducted on user data that may be encoded or en-
crypted before being sent out. In particular, the predefined value
list includes the Google Advertiser ID, Android ID, device ID, IMEI,
email addresses, phone number, and their encoded or hashed values
(with MD5, SHA1, SHA256, 46ESAB, BASE64). Thus, the common
obfuscation or encodings applied to the collected user data can be
well handled.
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